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A New Ad hoc Group Key Agreement Scheme Based on ECC
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Abstract:  In secure group communication, group key management is the most critica issue. Frstly ,we anayze the state and
the problem of existing group key management schemes ,and then present a secure, efficient and contributory group key management
scheme based on dliptic curve cryptosystems. The security ,correctness and completeness of our scheme are discussed in this pger.
The security of our scheme relies on the éliptic curve discrete logarithm problem (ECDL P) . For the sake of the forward secrecy and
backward secrecy of group key, new scheme supports group members to renew their group key when the externd nodes join the
group or the internal members leave the group. Compared with the known approaches , new scheme attaches more importance to im-
partiaity ,the group structure is unfixed ,all participants only need two-rounds to generate the group key ,the low memory cost is aso
the virtue of our scheme. The new scheme is suitable for application in Ad hoc network environment.
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